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« Motivation
— Why Is network monitoring important?

 Two methodologies for monitoring

— Active network monitoring
 Examples

— Passive network monitoring
 Examples

e |ntroduce the rest of this tutorial
o Summary and Conclusions
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“...for the most part we really have no idea what’'s on the network...

We ...

“can’t measure topology in either direction at any layer
can’'t get precise one-way delay

can’'t get an hour of packets from the core

can’'t get accurate bandwidth/capacity information

can’'t get anything from the core with real addresses in it”

...for the most part we really have no idea what's on the network...

K Claffy, CAIDA
2004
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e S0, do Network Traffic Monitoring
— To get a better understanding on “what’s on the network”

 What can you do with monitoring?
— Know the state of the Internet and your network
— Capacity planning
— Traffic accounting
« Which application generates most traffic?

— Understand the performance of individual applications
e “why is my application so slooooooooow”?

— Detect Security threats
 D0S Attacks, Worm outbreaks
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» Inject packets into the network .S
e Measure their arrival time, loss rate, etc.p =

* What can you do with it?
— Measure delay (one-way / two-way)
_ Measure bottleneck link bandwidth :/—f “

— Find network topology B e\ |

—What’s up? (in my network)
 Which nodes are up and running?
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%> ping www. ist-lobster.org

PING www. ist-lobster.org (192.87.30.11): 56 data bytes

64 bytes from 192.87.30.11: i1cmp_seq=0 ttl=49 time=308.7 ms
64 bytes from 192.87.30.11: icmp_seq=1 ttl=49 time=307.6 ms
64 bytes from 192.87.30.11: i1cmp_seq=2 ttl=49 time=244_.4 ms

——— www. ist-lobster.org ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss

round-trip min/avg/max = 244.4/286.9/308.7 ms
%>
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%> traceroute www.ist-lobster.org (from Crete)
traceroute to www.ist-lobster.org (192.87.30.11), 30 hops max, 40 byte packets

1

A OWN

0 ~NO Ol

10
11
12
13
14
15
16
17

147.52.17.1 (147.52.17.1) 1.050 ms 0.690 ms 0.592 ms
olympos-e43.lanh.uoc.gr (147.52.12.1) 1.626 ms 1.033 ms 0.840 ms
heraklio-uch-ATM.grnet.gr (194.177.209.141) 129.528 ms 112.644 ms 123.465 ms

heraklio2-to-heraklio.backbone.grnet.gr (194.177.209.77) 124.791 ms 116.749 ms 119.965
ms

Syros-to-Heraklio2.backbone.grnet.gr (195.251.27.81) 136.089 ms 104.469 ms 81.116 ms
athens3-to-Syros.backbone.grnet.gr (195.251.27.10) 72.664 ms 62.814 ms 67.341 ms
grnet.grl.gr.geant.net (62.40.103.57) 81.392 ms 102.067 ms 79.488 ms
gr.de2.de.geant.net (62.40.96.82) 129.641 ms 134.589 ms 144.765 ms
de2-2.del.de.geant.net (62.40.96.54) 139.478 ms 158.336 ms 146.815 ms
de.nll.nl.geant.net (62.40.96.102) 180.696 ms 162.904 ms 173.813 ms
surfnet-gw.nll.nl.geant.net (62.40.103.98) 184.078 ms 158.921 ms 160.933 ms
PO11-0.CR1.Amsterdaml.surf.net (145.145.166.33) 145.367 ms 150.166 ms 142.117 ms
PO0-0.AR5.Amsterdam1.surf.net (145.145.162.2) 163.605 ms 144.161 ms 177.526 ms
145.145.18.46 (145.145.18.46) 178.350 ms 175.365 ms 166.334 ms

**145.145.18.46 (145.145.18.46) 176.079 ms !X

*145.145.18.46 (145.145.18.46) 171.861 ms !X *

145.145.18.46 (145.145.18.46) 192.753 ms !X * 180.104 ms !X
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ualRoute 5.0b
Fie Edt Options Tess Help

Visual Traceroute

Host [nitp: /vy duma ru

Report for www.duma.ru [212.11.128.31]

D IP Addresses

=] Pecent Hosts

‘Ana\vs\s. Mode wawduma.ri'was found in 22 hops (TTL=107). Itis & HTTP server {running Novel-HTTP-Servers3 1R1)

Hop % Loss IP Address Mode Mame Lacation [ Timezone ms Graph hetwork
1] 1284053193 wolf casa uclac.uk - u 321 University College Landon
1 128.40.59.245 cisco-2 bartuclac.uk - 0 University College Landon
2 10.0.121.45 - 0 (private use)
3 128.40.255.153 - 1 University College London
4 184.83.100.62 atrnr-ulecImn.netuk 0.0 1 The London MAN
] 146.97 40.65 4i0-0-0.ext-gwh ja.net P 1 University of London Computer Cenire
B 128.861.15 ten155-gwja.net P 1 University of London Computer Cenire
7 21211821489 janet ukien-155 net 5150 N, 011 9 IP allocations for TEN-155 ATM PYVC
8 2121183154 ge.ukd40ten-155 net 0o o P for TEN-155 PoP it
9 212118767 ni-uk-1.ni40.ten-156.net 10
10 2121182102 ni-se se ten-155 net 5933MN,1805E 40 IP allocations for TEN-155 ATM PYC
1 212118426 stockholm5.se.egip.net 0.0 63 IP allocations for TEN-155 external peerings
12 184.68.128.25 Stockholm-DGIK ehone.net Stockhalm, Sweden +1.0 42 Stockholm Interconnect
13 195.158.226.77 sestof02-th-pd-0.ebone.net Stockholm, Sweden +1.0 46 Ebone hackbone 3
14 195.158.226.94 P +1.0 47 Ebone backbone 3
15 10 194,186,157 161 cigcol.Moscow STHNET Moscow, Rugsia 81 Sowam Teleport
16 20 194,186,157 182 eigro02 Moscow ST.NET Moscow, Rugsia 7n Sowam Teleport
17 10 194 B716.219 cer-1 Moscow ST NET Moscow, Russia a5 Sowam Teleport
13 10 194.186.0.198 tv-pop-gw. Mascow ST.NET Moscow, Russia 88 Sowam Teleport
18 10521825483 MOS-gw.glas net a4 Glas-Internet Ltd
20 10 2121112831 duma.ru a0 Moscow Mayor's Office
21 10 2121112831 duma.ru 80 Moscow Mayor's Office
22 212.11.128.31 vy, U TIEL P a7 Moscow Mayor's Office
VisualRoute Report far wwew. duma.ru produced at 18:65 on 24 November, 2000
Roundtrip time to vwww.duma.ru (212.11.128.31) average = 87ms min = 70ms max = 200ms
Finland
'*;-" Norway Sweden
a ?@—/\—‘:b
“eifnkse seden-15
= - g_é- _Estonia
Latvia
enma
Lithuania 40 Mostow
@Jé Belarus
Poland
erlands
Germany
Luxembourg Czech Ukraihe
Slovakia
Austria
" Hungary Moldeva
France Switzerland 7
Creatia Romania
\4&\ Bosnia
— P _ Yuaoslavia
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e What s it?

* Non-intrusive traffic monitoring
— Much like a telescope

— Does not inject packets in the network

e |t passively captures information from passing
packets such as

— High-level network flows (CISCO Netflow)

Y
— Network packet headers (NLANR) ’ ‘
— Entire network packets (incl. payload) f(W( ¥< @@@
« if allowed S ke
* maybe stripped/anonymized (to be shared with a broader
audience)
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What can it be used for? Performance
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« Traffic Categorization/Accounting:
— What % of my traffic is due to email?
— Which subnet generates most outgoing traffic? -

» Bandwidth Estimation ‘ﬂ‘
— What % of my bandwidth is available now? AT
— What % of my bandwidth is being used? B T

e Study trends:

— How does the application mix in the traffic changes with
time?
o ftp in the 80’s, www in the 90’s, p2p in the 00’s
— How does peer-to-peer traffic changes with time?
« Performance Debugging of individual applications

— Why is my application so sloooow?
Evangelos Markatos FORTH
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e Intrusion Detection
— Are any of my computers compromised?
— Is there any attacker trying to intrude into my network?

« Large-scale Attack Detection — Detection of Epidemics
— DoS Attack detection
* e.g. Detect sharp increases in TCP/SYN packets
— Zero-day worm detection

 e.g. Detect lots of identical packets, never seen before, from several sources
to several destinations

» e.g. Detect worm characteristics
— such as NOP sleds: long sequences of executable code

 Network Telescopes
— They monitor unused IP addresses (“dark matter”)
— Ordinarily, unused IP addresses should not receive traffic

— Observe victims of DoS attacks
* “back-scatter” traffic

— Observe infected hosts
— Port scans
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e Equipment varies from
— low-end (for low-speed networks) to
— Sophisticated equipment (for high-speed networks)

* Low-end passive monitors (100Mbps — 1Gbps)
— An ordinary PC

— An ordinary network Interface (i.e. an Ethernet card)
e put in promiscuous mode

— Mirror all packets from a router to a port connected to
the above PC
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* High-end passive monitors (1Gbps — 10Gbps)
— High-end computer

— Specialized network interface
« DAG Cards (Endace)
 Combo cards (SCAMPI project)

» Hardware-based filtering capabilities
— Process packets at line speeds
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e pcap: packet capture library from Berkeley
 MAPI: Monitoring API (Application
Programming Interface)

— Developed within the IST SCAMPI project
 co-funded by EU

% X setup > @ (Alpha@netflowdata] [ Tables I5) | IP Pratocol %) Advanced %) ( Get Report | [ Login] @5 = 4|
o |
g Limit rows: | 10 [§] Presentation Mode: [ Standard | | Overview ] Type of statistics: | Minimal 2] |
. i Time period Time resolution: Week Observation point | Overview | :
-— - o & ‘i 32 ?\ S? Month Q Day Q mﬂlr Show all groups F8) | Show all devices |4 |
E Zoom in.. "] trd-oslo _‘| ®in O)O0ut |
‘l’h’ @ Single O Multiple | Backward 1) 2 18] O Decr. res. 2 %) @ . :
[ ] [ ] |
IT Week 32 2004
2 |
G ra I Cal I n te rfaC e S s - lP PrOtOCOI trd-oslo in (Sampling: 1/100) |
3 Line ploc ¥ (Plot graph |
‘ \ Protocol | Octets | Packets Flows ||/
gl
Selm‘ Number | Name ‘ Description ‘ Pachelsfs Flows/s |
g 6 TCP Transmission Control 196M 315-10° 747 I
‘2’ 17 UDP User Datagram 12.0M 71.9-10° 106 |
~ 50 ESP Encap Security Payload for IPv6 2.02M 2.71-10° 1.25 ||}
3 47 GRE General Routing Encapsulation 275k 790 0.289 L
= 1 ICMP Internet Control Message 85.5k 1.12-10° B.96
= 41 1Pv6 Ipvé 17.3k 106 0.673
= 4 IP IP in IP (encapsulation) 11.3k 34.4 0.0231
M 169 2.70k 375 0.373
[ 103 PIM Protocol Independent Multicast 835 15 0.139 |7

7
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e Current solutions for packet capture
— pcap (packet capture library)

 New approaches for packet capture
— MAPI (Monitoring API)
— FFPF (Fairly Fast Packet Filters)
 Hardware Support for 10 Gbps links
— Combo cards
— DAG cards
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* Flow-level passive monitoring

— General Introduction
 NetFlow and IPFIX

— NetFlow-based applications
o Stager (UNINETT)
« NERD (TNO)

e Summary, Conclusions, and Future Trends
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“...for the most part we really have no idea what's
on the network...”

K Claffy

 Traffic Monitoring help us understand what’s on
the network

« Passive Network Traffic Monitoring applications:

— Performance
o traffic accounting/categorization
« Performance debugging

— Security applications
« Do0S attack detection,
 Internet epidemics
* Intrusion Detection

Evangelos Markatos FORTH



miomaton Seciery INTroduction to Network Traffic Monitoring

Technologies

lobster

http://www.ist-lobster.org/

Evangelos Markatos
FORTH-ICS
markatos@ics.forth.gr

http://www.ics.forth.gr/~markatos

Institute of Computer Science (ICS)
Foundation for Research and Technology — Hellas (FORTH)

Evangelos Markatos FORTH



