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Major: 
– faster, more flexible

traffic processing
Minor:
– new networking 

subsystem
– operate in different 

space(s)

Goals
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Difficulties

`

hardware:
– widening memory gap 
– fast photons, slow silicon

software/OS:
– copies
– context switching
– memory allocation

demand:
– need for expensive 

processing (like IDS) 
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domain
– monitoring
– transmission

exploit hardware
retain what is useful

Goals (derived)
cater to 
– individual packets
– streams

NAPI BPF
Files
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to reach these goals despite difficulties
What are our weapons?

parallelism
specialised hardware

copy avoidance
reduction of miss rate

fewer context switches

reduce communication
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What are we building?

flows
different 
barriers
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What are we building?
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What are we building?
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What are we building?

TCP

UDP

RTP

Worm
HTTPp2p
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single framework for pkt
processing that 
– uses all levels in the processing 

hierarchy
– is language neutral
– offers advanced processing in NIC
– supports stateless and stateful filters
– is backward compatible with pcap

(while also supporting much more 
powerful packet languages)

– helps users to build complex 
monitoring applications by ‘clicking 
components together’ 

Streamline design
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specify processing in 
terms of a DAG
Streamline handles 
instantiation
– for each function in DAG,

Streamline investigates 
potential placements

– collective requirements 
determine definite 
placement

Heuristic: lower is better

Streamline design

U

TCP
UDP

IP

“contains 
worm”

HTTP  

RTPbytecount

RTSP  
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sockets, streams, flows weave flows into a 'delta' 

flow :   “a stream of data that matches 
arbitrary user criteria”
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sockets, streams, flows weave flows into a 'delta' 

flow :   “a stream of data that matches 
arbitrary user criteria”
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optimization: merge requests

*framework is function agnostic

(tcpreassembly,port=80) > 
(aes_decrypt, key=123) >
(ahocorasick, expr=”slammer”) >
(socket_rx)

(a >!b) | (c & (d > e)) > f

reuse optimized functions*
minimize copy costs
minimize processing costs
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uspace

kernel

?
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uspace

kernelx
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uspace

kernel
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Signals
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application communication

push processing down
aggregate signals
process asynchronously

minimize #signals
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Buffers



H.Bos Vrije Universiteit Amsterdam

Application B

reduce copying

Streamline avoids both ‘horizontal’ and 
‘vertical’ copies

Application A

U

K

‘filter’

- no ‘vertical’ copies
- no ‘horizontal’ copies 
within flow group

- more than ‘just filtering’
in kernel (e.g.,statistics)
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internal transport mechanisms
multiple strategies
zero copy
copy once (immediate, 

on-demand)
copy-on-write
copy-on-read

multiple data types
discrete chunks
continuous streams

minimize #copies, #cache-misses
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Buffers

O
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PacketBuf
– circular buffer with N slots
– e.g., large enough to hold 

packet
IndexBuf
– circular buffer with N slots
– pointers to packets in 

PacketBuf
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PacketBuf
– circular buffer with N slots
– e.g., large enough to hold 

packet
IndexBuf
– circular buffer with N slots
– pointers to packets in 
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Buffers
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PacketBuf
– circular buffer with N slots
– e.g., large enough to hold 

packet
IndexBuf
– circular buffer with N slots
– pointers to packets in 

PacketBuf

Buffers
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Buffer management

what to do if writer catches 
up with slowest reader?

slow reader preference
– drop new packets 

(traditional way of dealing with this)
– overall speed set by slowest reader

fast reader preference
– overwrite existing packets
– application responsible for keeping 

up
• check whether packets have been 

overwritten
• different drop rates for different apps
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hardware
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integrate hardware assistance
minimize #copies, #cache-misses

Network Processors: “NIC with logic”
bottom of the processing hierarchy
eliminates mem & bus bottlenecks
● FPL: automatically generated code
● Ruler: anonymization

Future work:
FPGA, ToE, GPU, ...
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Example application:
IPS on the network card
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Results
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more information
http://ffpf.sourceforge.net/
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Questions?
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optimization: just-in-time placement
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optimization: just-in-time placement
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