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Goals

m Major:
— faster, more flexible
traffic processing
m Minor:

— new networking
subsystem

— operate in different
space(s)
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Difficulties

= hardware:

— widening memory gap

— fast photons, slow silicon
m software/OS:

— copies

— context switching

— memory allocation

®= demand:

— need for expensive
. processing (like IDS)
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Goals (derived)

m cater to
— Individual packets
— streams

®m domain
— monitoring
— transmission
m exploit hardware

®m retain what is useful
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fewer context switches



different
barriers
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What are we building?

i FFPF Controller

File Edit Help

Filter Classes:;

Device -'_'\_

Accept
Aho-Corasick
BPF
Bovyer-Moore
ByteCount
Drop

FPL-2

FPL-3
MemSearch
PacketCount
ReqgularExpression
Sampler
StringSearch

/ Device Device

Hovering over nodes will display configuration {more keybindings: see help menu)
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= |are we building?
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What are we building?
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Streamline design

m single framework for pkt
processing that

— uses all levels in the processing
hierarchy

— is language neutral
offers advanced processing in NIC
supports stateless and stateful filters

is backward compatible with pcap
(while also supporting much more
powerful packet languages)

— helps users to build complex
monitoring applications by ‘clicking
components together’
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Streamline design RTSP

“contains

m specify processing in B (R S
terms of a DAG ’

m Streamline handles
Instantiation
— for each function in DAG,

Streamline investigates
potential placements

— collective requirements
determine definite
placement

m Heuristic: lower is better

bytecount ™. RTP
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sockets, streams, flows weave flows into a 'delta’

=

“a stream of data that matches
arbitrary user criteria”

— — —
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sockets, streams, flows weave flows into a 'delta’

“a stream of data that matches
arbitrary user criteria”
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optimization: merge requests

media
player

browser sshd 1DS

pockats

m reuse optimized functions®
® minimize copy costs
B minimize processing costs

IPS (app-specific)

ABR decrypt

recense top flows

(tcpreassembly,port=80) >
(aes_decrypt, key=123) >
(
(

. tep reassembly

application
router

ahocorasick, expr="slammer”) >
socket_rx)

(a>b) | (c&(d>e) >t

P53 (general)

receive packets

*framework is function agnostic
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Signals
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minimize #signals

application communication

m push processing down
B aggregate signals
BB = process asynchronously

o
ﬂake once per n
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- no ‘vertical’ copies

- no ‘horizontal’ copies
within flow group

- more than ‘just filtering’
In kernel (e.g.,statistics)



minimize #copies, #cache-misses

Internal transport mechanisms

multiple strategies

Zero copy

copy once (immediate,
on-demand)

copy-on-write

copy-on-read

multiple data types

discrete chunks
continuous streams

bbuffer

R - &
fouffer vbuffer dbuffer
] [ [

BBBBB

BBBBBB

BBBBBB

T T
fffffff
fffffff
fffffff
llllll
lllllll

333333

BBBBBB

BBBBBB

packetsize




Buffers

m PacketBuf

I — circular buffer with N slots R
— e.g., large enough to hold
- packet
m [IndexBuf
I — circular buffer with N slots
N

— pointers to packets in
PacketBuf
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Buffers

m PacketBuf

I — circular buffer with N slots
— e.g., large enough to hold
- packet
m [IndexBuf
I — circular buffer with N slots
N

— pointers to packets in
PacketBuf
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Buffer management

=» what to do if writer catches
up with slowest reader?

m slow reader preference

— drop new packets
(traditional way of dealing with this)

— overall speed set by slowest reader

m fast reader preference
— overwrite existing packets
— application responsible for keeping
up

» check whether packets have been
overwritten

« different drop rates for different apps
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minimize #copies, #cache-misses

integrate hardware assistance

Network Processors: “NIC with logic”
bottom of the processing hierarchy

eliminates mem & bus bottlenecks

FPL: automatically generated code

Ruler: anonymization
[ NPU (IXP2400) .

- FUtu € Work @k XScale Miroeesy

l FPGA, ToE, GPU. ... PCI Bus
[
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Example application:
IPS on the network card
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Results

Maximal sustained throughput

0 200 400 600 800 1000 1200 1400 1600
IP packetsize

Gigabits per second



more information

http://ffpf.sourceforge.net/

o Fairly Fast Packet Filter - overview - Kongueror
Location Edit View Go Bookmarks Tools Settings Window Help
QRO 0w Ha KRR 4w [
E Location: L' w http:/fffpf.sourceforge.net/general/overview.php * | w4
F F P F >> overview
general Introduction News
overview The fairly fast packet FFPF 1.3
news filter (FFPF) is an developer
dﬁwnlﬂﬂdﬁ apprnach to netwnrk rﬂfﬂren:ﬂ
project summary adds many new features ~ ©nline
- people to existing filtering wdebruij -
solutions like BPF. FFPF 2004-07-18
science is designed for high 10:19 A
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Questions?

I will use Google kefore atking dumb questions. 1 will vie Google kefore
asking dumle quertions, T will vie Google before astking dumbk questions.
I will use Google kefore atking dumb questions. 1 will vie Google kefore
asking dumle quertions, T will ute Google before asking dumbk questions.
wwwlmrsurninl before asking dumb questions. T will vie Google before
asking dumle questions, T will use Google before asking dumbk questions.
I will use Google before atking dumb questions. 1 will vie Googleguztnre |
asking dumle questions. T will use Google before asking dumbk qu

I will use Google before asking dumbk questions. T will use Goog

atking dumb questions. T will use Google before asking dumb o'y

I will use Google before asking dumle questions. 1 will use Googimee
asking dumle quertions. T will uie Google before atking dumbke r;a
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optimization: just-in-time placement

application

PS (general)

host router
{unused)

receive packets

H.Bos
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optimization: just-in-time placement
J o] {5

' sockets - -peek w ' :

] lifo
. IPS tsshg}

:”‘35 decrypt '\ //
I ?

IDS I

IPS (ie X)

kerneli

L |

. tcp reassembly
i

/

PS (general NIC
host router
(unused) ]
receive packets SW | tc h ]
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