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Chapter 1

Introduction

One of the most frequent requests of network administrators is to identify the ap-
plications and hosts that generate the largest amount of network traffic. The emer-
gence of peer-to-peer file sharing, multimedia streaming, and conferencing appli-
cations has resulted to a substantial increase in the traffic volume, since they trans-
fer a large amount of data. However, monitoring the traffic generated from such
applications is becoming increasingly difficult.

Traditionally, traffic attribution to the corresponding applications is performed
using the statically assigned port numbers. Widely used network services, like the
Web, Telnet, SSH, and many others, are associated with well-known port num-
bers which can be used for identifying the traffic related with each application.
However, many major new applications, including popular, bandwidth-hungry file
sharing applications and widely used video and voice conferencing applications,
do not use well-known port numbers. Instead, they allocate and use dynamically
negotiated ports. Furthermore, some applications masquerade their traffic using
pervasive, firewall-friendly protocols, like HTTP, in order to bypass firewall re-
strictions and make the identification of their traffic harder. Indeed, several widely
used applications like BitTorrent [9] and Skype [8] can be configured to operate
through port 80, which is usually left open even in environments with strict fire-
wall configurations. Nowadays, the assumption that port 80 traffic is solely HTTP
Web traffic is hardly true.

It is clear from the above that traditional network monitoring methods for de-
termining per-applications network usage are not effective anymore for accurate
traffic categorization [17]. Having identified this issue, several researchers have
conducted significant work towards alternative ways for network traffic classifi-
cation. Due to the popularity and high bandwidth demands of peer-to-peer file
sharing applications, a significant body of work has focused on the identification
and categorization of peer-to-peer application traffic. Initial approaches used deep
packet inspection and application signatures for attributing traffic flows to the cor-
responding applications [13, 19]. Recent approaches identify the applications that
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CHAPTER 1. INTRODUCTION

generate the traffic either by deriving statistical models for certain protocols [11]
or by characterizing the behavior of the host generating this traffic [14, 15].

Motivated by the significance of traffic categorization for effective network
management and traffic engineering and aiming at gaining a better understanding
of Internet traffic, we have developed appmon, a passive network monitoring ap-
plication for accurate per-application traffic identification and categorization. app-
mon uses three different approaches for attributing flows to the applications that
generate them. First, it searches inside application messages for characteristic ap-
plication protocol patterns. For certain applications that dynamically negotiate the
ports that are going to be used, appmon fully decodes the applications protocol to
identify the new, dynamically generated port number and then tracks further traf-
fic flows through these ports. Finally, legacy applications that do not match above
filters are categorized based on well-known port numbers and protocols using BPF
filters.

Appmon has been implemented on top of Monitoring API (MAPI) [18, 20]. The
core of the application is a new MAPI function library, called trackflib. This
new library provides several different filters, called trackers, which can identify and
track the traffic of different network applications. Trackers have been implemented
using various traffic filtering techniques, such as deep packet inspection, protocol
decoding, and header filtering.

The rest of the document is organized as follows. Section 2 gives an exten-
sive description of the design and implementation ofappmon. Section 3 presents
the experimental evaluation of the application, and Section 4 presents its current
deployment to several monitoring sensors. Finally, Section 5 summarizes the doc-
ument.
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Chapter 2

Design and Implementation

This chapter presents the overall design of appmon, including a detailed description
of the traffic classification algorithm, implementation details, and the Web-based
graphical user interface.

2.1 Traffic Classification

appmon passively monitors the traffic that passes trough the monitored link and
categorizes the active network flows according to the application that generated
them. A network flow is defined as a set of IP packets with the same protocol,
source and destination IP address, and source and destination port (also known as
a 5-tuple). Traffic categorization is performed using information from both the
packet header and payload .

The classification algorithm operates as follows: appmon processes each cap-
tured network packet sequentially. For each captured packet, it first checks if the
packet belongs to an already categorized network flow. Information about the net-
work flows seen so far is stored into a hash table, along with information about the
matching application. appmon keeps the minimal state required in order to reduce
the packet processing time. This allows for a “fast path” processing of subsequent
packets of an already categorized flow, since they will only result to a look up in
the hash table for finding the record of the network flow in which they belong, and,
consequently, the matching application, without the need for any further packet
processing.

Packets that do not have a matching entry in the hash table are passed down to
the next processing level, where each packet is sequentially processed by a set of
modules called application trackers. Each tracker is responsible for identifying the
traffic of a particular application or protocol. There are three different types of ap-
plication trackers, depending on method used for classifying traffic: packet inspec-
tion trackers, protocol decoding trackers, and header filtering trackers. Trackers
have been implemented as separate MAPI functions, and have been collected into
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CHAPTER 2. DESIGN AND IMPLEMENTATION

a separate MAPI function library, called trackflib, for facilitating reuse of the
tracking functionality from other applications.

Packet inspection trackers. Packet inspection trackers are used for tracking ap-
plication level protocols, mainly used in peer-to-peer file sharing applica-
tions such as Gnutella [2] and BitTorrent. Packet inspection trackers search
inside packet payloads for characteristic application messages or binary byte
sequences that are used by application protocols. These application mes-
sages were selected by extensively reverse-engineering the network traffic
of popular file sharing applications, as well as by studying the related work
on signature-based traffic classification [6, 13, 19]. Although pattern match-
ing inside packet payloads is a quite CPU intensive operation, in most cases
the characteristic application patterns, usually protocol control messages, are
present in the first 100 bytes of the packet payload, and thus the pattern
matching is performed only to this portion of the payload, reducing signifi-
cantly the processing overhead.

Protocol decoding trackers. Protocol decoding trackers are used for publicly doc-
umented application level protocols that operate through well known control
ports, but use a dynamically assigned port for data exchange. For example,
in passive FTP, control messages are exchanged through port 21, but ac-
tual data transfers are made through a dynamically negotiated port. Protocol
decoding trackers operate by fully decoding the application-level messages
exchanged through the well-known control port, trying to identify the mes-
sages related with the negotiation of port numbers that will be used for future
data transfers. When such a message is identified, the number of the dynamic
port is extracted and then the tracker will correctly classify the new network
flow that is going to be used for the data transfer, since the flow will use this
dynamically negotiated port.

Header filtering trackers. If none of the above groups of trackers succeeds in
identifying a given packet, then the packet is passed to the header filtering
trackers. Filtering trackers classify traffic based on packet header informa-
tion such as identifying predefined registered ports [4] and other protocol
information. Filtering trackers are implemented using BPF filters [16].

As we have already discussed, several applications masquerade their traffic us-
ing widely used, firewall-friendly protocols, like HTTP, in order to bypass firewall
restrictions and make identification of their traffic harder. To avoid potential traffic
misclassification due to such tricks, trackers are prioritized, with packet inspection
trackers applied first, then the protocol decoding trackers, and finally header filter-
ing trackers. When a packet is matched by a tracker, then it is not processed further
by subsequent trackers. For example, the BitTorrent tracker has higher priority
than the HTTP Web tracker. Thus, the flow of a BitTorrent packet through port 80
will be correctly attributed to the BitTorrent protocol, and not to Web traffic.

lobster@ist-lobster.org 10 December 22, 2006



2.2. IMPLEMENTATION

Layer 4 Protocols Application Protocols
TCP BitTorrent eDonkey
UDP Direct Connect Gnutella
ICMP FTP HTTP

IP-in-IP SSH SMTP
DNS NetBIOS
RTSP OpenVPN

GRID FTP BDII
GRIS

Table 2.1: Implemented Protocol Trackers

If none of the above methods manages to classify the flow in which the packet
belongs, then the packet is temporarily considered as unknown, and the application
waits for more packets of the same flow in order to classify it.

It is worth mentioning that since most of the application specific patterns are
located at the beginning of a flow, the vast majority of the monitored packets will
belong to an already active—and thus categorized—network flow. As a result,
expensive deep packet inspection operations are performed only to a small subset of
the traffic, and appmon manages to process traffic loads of several hundred Mbit/s

Table 2.1 presents the currently implemented protocol trackers in appmon. We
split these protocols into two broad categories. The first contains the main layer
4 protocols, while the other contains application-level protocols, including those
used by several popular traffic-dominating peer-to-peer applications.

2.2 Implementation

The core functionality of Appmon has been implemented as a new MAPI function
library. The Tracker MAPI function library (trackflib) provides implementa-
tion of the packet inspection and decoding tracker functions described in section
2.1 inside the Monitoring API. A description of all available tracker functions im-
plemented in trackflib is presented in Appendix A.1.

For each application protocol, appmon creates a new network flow and ap-
plies the appropriate function from the trackflib library. It then applies a
BYTE COUNTER function and retrieves the results needed for visualization to take
place. Appmon also makes use of the TOP function of MAPI to find the TOP IP
addresses for each protocol. The TOP function is located in extraflib library
and is described in Appendix A.2.

The following pseudocode shows how a typical MAPI flow created by appmon
looks like.

1 /* create the flow */
2 fd = mapi_create_flow("host:dev");
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3

4 /* apply the tracker function */
5 mapi_apply_function(fd, "TRACK_GNUTELLA");
6

7 /* apply byte counter */
8 fid = mapi_apply_function(fd, "BYTE_COUNTER");
9

10 /* apply the TOP function */
11 top_fid = mapi_apply_function(fd, "TOP",
12 10, TOPX_IP, TOPX_IP_SRC_IP, SORT_BY_BYTES, 0);
13

14 while(1) {
15 sleep(10);
16

17 /* read counters */
18 res = mapi_read_results(fd, fid);
19

20 /* read TOP IP address */
21 res = mapi_read_results(fd, top_fid);
22

23 /* report results */
24 }

Appmon uses the RRDtool suite [7] for storing measurement data and graphing
the traffic distribution. The Round Robin Database provided by RRDtool effi-
ciently stores time-series data for very long periods in very little space using data
aggregation. The database used by appmon has a size of a few megabytes and can
store measurements for a period as long as one year.

The installation of the Web interface requires a web server like Apache with no
extra packages. The results are rendered using simple CGI scripts and plain html
code.

2.3 Graphical User Interface

Appmon reports the classification results through two different user interfaces, de-
pending on the requirements of the user. For quick and easy network monitoring,
there is a console-mode version which can report the results either through a batch
text mode printout, or a more user-friendly ncurses [10] version. For long-term
usage, appmon provides a powerful GUI accessible using any web browser. In this
document we describe only the Web interface, since it provides a superset of the
information provided by the console-mode versions.

Appmon reports the per-application traffic distribution through the web inter-
face presented in Figure 2.1. The main page is split into three frames. The central
frame presents a graph of the incoming and outgoing traffic distribution for the last
hour. The graph presents the traffic portion of each categorized application with a
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Figure 2.1: Appmon Web Interface.

different color, while any remaining non-categorized traffic is shown in grey. The
topmost/bottommost line represents the total observed traffic load.

The information of this frame is separately presented in Figure 2.2, which
presents the per-application distribution of the incoming and outgoing traffic at
the University of Crete in Greece. The values are expressed in Mbit/s, and the
graph is updated every 10 seconds. A detailed per-application breakdown of the
traffic load is presented underneath the graph.

The application offers five different time period views of the traffic distribu-
tion. The main view presents the per-application traffic distribution of the last
hour. Links also exist for the time period of the last three hours, last day, last week,
last month and last year.

Besides traffic classification, appmon also reports the K top bandwidth con-
suming IP addresses. This is done by accumulating the traffic of each IP address
after every packet is categorized at a specific application. In order to achieve this
some extra state is needed. For every protocol we keep a hash table with all the IP
addresses that belong to flows marked as belonging to this protocol. For every IP
address we keep the number of bytes it transmitted, and the addresses are sorted in
descending order according to the amount of traffic seen so far.

The top bandwidth consuming IP addresses are showed in three tables in the
right frame of the Web interface. The first two tables contain the IP addresses of the
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Figure 2.2: Per-application bandwidth usage.

K (10 by default) flows that consumed the largest portion of bandwidth during the
last measurement period. Each record contains information about the application
in which the flow belongs to and the exact amount of bandwidth that it consumed.
The third table presents the same information at the IP level, which corresponds to
the top K IP addresses that consumed the largest portion of bandwidth irrespective
of application. Figure 2.3 shows an example of how the top 10 IP addresses are
presented through the web interface.

Since information about IP addresses is sensitive and in some cases it may
not be desirable to be exposed, appmon can anonymize all the IP addresses pre-
sented by the Web interface. Address anonymization is performed using prefix-
preserving anonymization [12, 22, 23], which preserves subnet information. A
non-anonymized version of the TOP IP address information is also available for
view only by authorized personnel using a login procedure.
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Figure 2.3: Top 10 incoming traffic IP addresses as presented by appmon.

Finally, the left frame of the Web interface gives the user the ability to view
the traffic of only selected protocols through a menu with all available protocols.
Using the menu, the user can select only a few application protocols, in order to
get information about both the traffic and the TOP IP addresses of these specific
protocols.
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Chapter 3

Performance Evaluation

In this section, we present a performance evaluation of appmon, through a series
of experiments performed in a local testbed, as well as using appmon installations
that monitor real production traffic.

3.1 Local Testbed

Our first experiment aims at exploring the performance of our application. We used
a local testbed consisting of three PCs connected to a gigabit switch, as shown in
Figure 3.1. The ”Sender” PC generates traffic destined to the ”Receiver” PC using
the nttcp [5] tool. The traffic from both hosts is mirrored to the third monitoring
machine which is running appmon.

The configuration of the measurement machine is as follows. We used an Intel
Xeon 2.4 MHz, with 512 KB cache and 512 MB memory. The Operating System
was Debian Linux with 2.6.15 kernel version. Two kinds of network interfaces
were used. A regular Gigabit Ethernet interface (NIC), and a specialized DAG
4.3GE packet capturing card [1].

It is important to mention that nttcp produces artificial traffic by filling the
packet payload with random bytes. This is a worst-case traffic load for appmon
since none of the packets matches any of the monitored protocols. Thus, every
packet passes through the slow processing path, going through all tracker functions,
since none of the packets has a matching entry in the hash table, and none of the
trackers is able to find a matching packet.

We stressed appmon by sending traffic in various speeds. Figure 3.2 shows the
results for both NIC and DAG interfaces. As we can see appmon can process up to
500 Mbit/s without any packet loss when running on a regular NIC interface (blue
line), while it is able to process all 900 Mbit/s when running on top of the DAG
card (green line). The results imply that the application can fully monitor a Gigabit
link using a DAG card.
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Figure 3.1: appmon measurement environment.

3.2 Monitoring Real Network Traffic

For our second experiment we deployed appmon in a real network environment,
aiming at verifying the performance results of the first experiment. appmon was
installed on a sensor at University of Crete, monitoring the incoming and outgo-
ing traffic from the campus to the Internet. The monitoring machine was an Intel
Xeon 3.2GHz, with 2MB cache memory and 1GB main memory, running a Debian
Linux, kernel version 2.6.15. The traffic is captured using a DAG 4.2GE passive
monitoring card. Along with the traffic load reported by the application, we mea-
sured the CPU load of the machine. A new measurement result was produced every
10 seconds for a measurement period of four days.

Figure 3.3 presents the CPU load (y-axis) of the monitoring sensor as a function
of the monitored traffic load (x-axis). Each point corresponds to a five minute
interval, computed as the average of the measurements performed every 10 seconds
in that interval. appmon has a steady behavior, since the CPU load increases as the
traffic load increases. Some corner cases in which the load is increased significantly
while the traffic load is low are probably caused due to the almost simultaneous
arrival of many new traffic flows that have not yet been categorized.
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Figure 3.2: appmon CPU Load Vs. Traffic Load for both NIC and DAG Interfaces
using the local testbed descriped in Figure 3.1.
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Figure 3.3: appmon performance on a sensor deployed on University of Crete for
serveral days. Each measurement was taken every 10 seconds.
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Chapter 4

Deployment

Taking advantage of the distributed monitoring functionality of MAPI, we have de-
ployed appmon in several monitoring points around the world. Figure 4.1 presents
a map with deployed Lobster applications in several places around the world. Cur-
rently we have deployed appmon sensors in six institutions in Greece; the Founda-
tion of Research and Technology Hellas, the University of Crete, the Greek School
Network, the Node of HellasGRID in Crete, the National Technical University of
Athens and Aristotle University of Thessaloniki. We have also deployed sensors in
Czech Republic, as shown in Figure 4.2, and several sensors in Norway.

Figures 4.3 and 4.4 present a graphical representation of LOBSTER sensors
using the Google EARTH [3] tool. The first figure show the current network con-
titions in the sensor located at ICS-FORTH, while the second figure shows the
current network contitions of the sensor at the HellasGRID node.

Figure 4.5 presents appmon in action monitoring the Gbit network of the Na-
tional Technical University of Athens. This sensor is deployed using a DAG Net-
work Interface. Figure 4.6 presents appmon on a sensor at Aristotle University
of Thessaloniki where, while deployed on a regular NIC interface, it manages to
process 500 Mbps of traffic.
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Figure 4.1: Lobster Applications Deployment.
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Figure 4.2: Application deployment in Checz Republic Monitoring the connection
with GEANT2.

Figure 4.3: Google Earth Application showing results from FORTH-ICS sensor.
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Figure 4.4: Google Earth Application showing results from HellasGRID sensor.
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Figure 4.5: appmon running on a sensor at National Technical University of
Athens. Using a DAG network interface appmon manages to process traffic in
Gbit speeds.
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Figure 4.6: appmon running on a sensor at Aristotle University of Thessalloniki.
Using a NIC card appmon can process traffic load of 500 Mbps.
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Chapter 5

Summary

In this document we have presented appmon, an application for real time per-
application network traffic categorization. The main goal of the application is to
visualize the network traffic usage in order to help in effectively monitoring the
network traffic usage. As we have shown, appmon is able to categorize traffic
in speeds that reach the one Gbit/s. appmon uses a large set of protocol trackers
for the classification of traffic from many emerging applications, while its module
design allows for the easy addition of more protocol trackers in the future.

With several ”bandwidth-hungry” applications increasingly trying to make their
traffic difficult to detect, we expect that the use of encrypted traffic is on the way.
In order to address this problem, we plan to explore whether non payload traffic
classification methods can be used to identify and classify network traffic in real
time.
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Appendix A

Appendix

A.1 Tracker library

The Tracker MAPI function library (trackflib) provides a set of predefined
functions for per-application traffic monitoring, even for hard-to-track applications
that use dynamically negotiated ports or use existing protocols and port numbers
(e.g., non-web traffic using HTTP through port 80) to masquerade their traffic.

Each tracker function scans the network traffic for packets that belong to some
specific application-level protocols. If such a packet is found, then the traffic of
the flow in which the packet belongs to is attributed to the identified application.
All tracker functions operate as network filters, for example in a similar way to
the BPF FILTER function. Thus, applying a tracker function to a network flow
will result to capturing only the traffic of the particular application. For example,
a network flow on which the TRACK GNUTELLA function has been applied, will
receive only traffic that belongs to Gnutella P2P file sharing applications.

A detailed description and evaluation of the Tracker MAPI function library
(trackflib) is presented in [21].

A.1.1 TRACK FTP

The TRACK FTP function, when applied to a network flow, filters the network traf-
fic by keeping only packets that belong to the FTP protocol. The function supports
both active and passive FTP modes.

A.1.2 TRACK DC

The TRACK DC function, when applied to a network flow, filters the network traffic
by keeping only packets that belong to the DC++ file sharing application/protocol.
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A.1.3 TRACK GNUTELLA

The TRACK GNUTELLA function, when applied to a network flow, filters the net-
work traffic by keeping only packets that belong to the Gnutella file sharing appli-
cation/protocol.

A.1.4 TRACK EDONKEY

The TRACK EDONKEY function, when applied to a network flow, filters the net-
work traffic by keeping only packets that belong to the eDonkey file sharing appli-
cation/protocol.

A.1.5 TRACK TORRENT

The TRACK TORRENT function, when applied to a network flow, filters the net-
work traffic by keeping only packets that belong to the BitTorrent file sharing pro-
tocol.

A.1.6 TRACK GRID FTP

The TRACK GRID FTP function, when applied to a network flow, filters the net-
work traffic by keeping only packets that belong to the File Transfer Protocol used
by GRID systems.
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A.2 Extra Functions library

The extra MAPI function library (extraflib) provides a set of functions that
cover more advanced monitoring needs. A detailed description and evaluation of
the Extra Functions MAPI function library (extraflib) is presented in [21].

A.2.1 COOKING

The COOKING function processes the packets of a flow according to the TCP/IP
protocol stack, by performing IP defragmentation and TCP stream reassembly. The
received packets are stripped from their TCP/IP headers and assembled into a sin-
gle “cooked” packet. The cooked packet is prepended with a pseudo TCP/IP header
containing the size of the cooked packet and the source and destination IP addresses
and port numbers.

A.2.2 REGEXP

The REGEXP function filters the traffic of a flow by keeping only the packets that
match the given PCRE regular expression.

A.2.3 TOP

The TOP function returns the top x (first argument) values of a given packet header
field. For example, it can be used for identifying the top ten IP addresses that
generate the most traffic.

A.2.4 EXPIRED FLOWS

The EXPIRED FLOWS function facilitates passive end-to-end packet loss mea-
surement.
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