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D C S Roadmap

 The problem:

— The trust that we used to place on our network is slowly
eroding away

 We are being attacked

— Viruses, Worms, Trojans, keyboard loggers continue to
plague our computers

 What do people say about this?
— Europe — ENISA /, \
— USA-PITAC r
« What can be done? The DCS approach

— Understand
* mechanisms and causes of cyberattacks
— Automate
» Detection of, fingerprinting of, and reaction to cyberattacks

 Summary and Conclusions
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D C S The erosion of trust on the Internet

http://dcs.ics.forth.gr

 We used to trust computers we interacted with on the
Internet

— Not any more...

« Address bar spoofing:

— Do you know that the web server http://www.paypal.com is the real
one?

a PayPal-Log In- - Microsoft Internet Explorer ", =10l x|

File Edit Miew Favorites Tools  Help |

g=fack - = - G (4] 2 | Qsearch [EFavorites Givedia (4 | B S w] - 2] &2 |I&Snag1t (ES
J Addrezs If‘rt'tps:."JWWW.paypal.u:u:um.l'u:gi-bin."\n.-'ebscr?cmd=_I|:|gin-run| El i Go '
® \ The 'replaced’ address bar
Pa,ypa’ P Sign Up | Log In | Help

Welcome Send Money Request Money Merchant Tools Auction Tools

Member Log In Secure Lag in =

Registered users log in here. Be sure to protect your password.

Email Address: I

Password: I Forget your password?

Mew users sign up here! It only takes a minute.




D C S The erosion of trust on the Internet

http://dcs.ics.forth.gr

 We used to trust our network
— Not any more...
« Our network is the largest source of all attacks
 \We used to trust our own computer

— Not any more... (keyboard loggers can easily get all our
personal information)

markatos@ics.forth.gr Evangelos Markatos, FORTH 4



D C S The erosion of trust on the Internet
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 We used to trust our own eyes with respect to the
content we were viewing on the Internet

— Not any more...

— Phishing: sophisticated social engineering
« Attackers send users email
« On behalf of a legitimate sender (e.g. a bank)
 |nviting them to sign-up for a service
* When users click they are requested to give their password
« Which ends up in the attacker’'s database

Enter your S5N:

Lsr-—-—-::::;j
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DCS A simple phishing attack
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Filze Edt Siew Favorites Toals  Help
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D C S A sophisticated phishing attack:
Setting the stage

http://dcs.ics.forth.gr

—
Bankof America #Higher Standards

Online Banking Alert

Need additional

Change of Email Address

up to the minute

account
information? Your primary e-mail address for Bank of America Online Banking has been changed.

SignIn »
T Did You Enow? You can change your address, order checks and more online, Sign in to
Online Banking and click on the "Customer Service" tab.

sign in to Online Banking

Cificial Spstrmar 2000-2004 8)50
LS. Cyrpie: Taars e

Bank of America, M.A. Member FOIZ. Equal Housing Lender =Y
z004 Bank of America Corporation. all rights reserved

o Attackers send emaill inviting Bank of
America customers to change their
address on-line
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D C S A phishing attack:
hiding the tracks
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J \/ =“=
svilites — g ed

S

- iti j cations . ContactUs . Help . Sign In
Bankof America (/’Highersmndards The legitimate site il i R B

PERSONAL ~ ¢ /ANations Funds - Microsoft Internet Explorer

Online Banking o =

= : 5L ;
Yiew demo | Leam more | Enroll Bankof America ’;Higher Standards The popup window Online Banking
Online ID:

[T Remember my 10

Reset Passcode

Passcode:

l l ick Hel

Account in: Quick Help

| 7| . Ifyou forgot your Onling Banking passcode orwould like to simply reset it, please complete
Lise this page to reset your all ofthe information, including your passcode.

m pazacode.

Forgot your I0?

What do | need to know?
Reset passcode ;
& T Areserws vtk Sec v

 Bank of America web site opens in the background

* Pop-up window (from www.bofalert.com!) requests user name and
password
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D C S The boiling cauldron of Security
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e Security on the Internet Is getting
Increasingly important

— Worms, Viruses, and trojians, continue to
disrupt our everyday activities

— Spyware and backdoors continue to steal our
credit card numbers, our passwords, and
sSnoop into our private lives

— Keyboard loggers can empty our bank
accounts if they choose to do so
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D C S It used to be a problem of PCs
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WinCE4.Dust by Ratter/29A | T
p

 Not any more...

Dear User, am I allowed to spread?

 PocketPC virus: i | E o= |
— Duts =
» Mobile phone virus:
— Cabir

— Infects the Symbian
operating system  \
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D C S Mobile phone viruses: The Mosquitos virus

http://dcs.ics.forth.gr

FREE VERSION

Thiz varsicn haz been

cracked by

Installation f) SODDOM BIN LOADER
SEI:LlritI:I - tle rights reserved.
warning. Unable to

verify supplier. Pirate copies are illegal
Continue anyway? and offenders will have

[etz of phunlil
Yes No

e Mosquitos Virus:
— Attaches itself to an illegal copy of “Mosquitos” game

— Once Iinstalled it starts sending potentially expensive
SMS messages to premium numbers

— “free to download” but “expensive to play” ©
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VCS

The CommWarrior Worm
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e Once Installed

— Searches or
nearby phones

— Sends itself to
the owner's
address list
through MMS

— Using random
names

e Difficult to filter
out

markatos@ics.forth.gr

e

'Q Eluetaﬂth
-_: Eﬂri'{}ggif}‘- =

Instail‘
CommWarrior?

Image Copyright & F-Seomre Corporation
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D C S How much does it cost?
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Financial Cost: worms cost billions of euros to lost product|V|t
— CodeRED Worm: $2.6 billion |
— Slammer: $1.2 billion
— Loveletter virus: $8.8 billion

Could cyberattacks lead to loss of life?
— What if a medical equipment gets infected by a worm?
» Wrong diagnosis? Wrong treatment?

— What if a car gets infected by a worm?
» Could this lead to fatal car crash?

How about Critical Infrastructures?

What if a Nuclear power plant gets infected?
— Would this lead to failure of safety systems?
— Is this possible?
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D C S How much does it cost?

http://dcs.ics.forth.gr

 Worms have penetrated Nuclear Power plants.

e “The Slammer worm penetrated a private computer network at
Ohio's Davis-Besse nuclear power plant in January and
disabled a safety monitoring system for nearly five hours”

Security Focus News

e Luckily no harm was made
— The reactor was not operating at that time
— There was a fall-back analog monitoring system

* Will we be so lucky next time?
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D C S What do people say about this?
ENISA

http://dcs.ics.forth.gr

 ENISA: European Network and Information Security

Agency ™
° ) x *
PSG Permanent Stakeholders Group . enisa
e Vision Document K andiormaton

4 *  Security Agency
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DCS ENISA Vision
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 “The longer-term impact of ... worm
compromised hosts is likely to be greater in total
than at present”

e “... Organized Crime and terrorists ... introduce
a level of sophistication and funding of
(cyber)attacks that is far beyond what we have
commonly seen In the previous 20 years of
cyber security”

ENISA PSG
l.e. things are bad and are going to get worse!
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D C What does the community say about this?
What should we do?

http://dcs.ics.forth.gr

e Feb. 2005

* President’s Information Technology
Advisory Committee (in U.S.)
e Cyber-Security Sub-committee

— David Patterson, UC Berkeley
— Tom Leighton, MIT,
— and several others ( |
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D C S Cyber-security Report
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] i REPORT TO THE PRESIDENT
* Provide expert advice February 2005
- Cyber Security:
In IT security A Crisis of

. Prioritization

” -\-vj_‘!]“ﬁ .

, 9 President’s
/B Information Technology
4 Rdvisory Committee
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D C S Research Priorities Identified
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 They identified 10 Research Priorities

 We should do Research in:
— Global Scale Monitoring (for cyber-attacks)

— Real-time Data collection storage and analysis (for
cyberattacks)

— Automated (cyberattack) discovery from monitoring
data

— Develop forensic-friendly architectures

To summarize:
Monitor for cyber-attacks and detect them early
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D C S Cybersecurity Research in Crete
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At DCS we do just that

* Monitor, detect, and fingerprint
— Cyberattacks

Eurcpean Network of Affined Honeypots
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D C S Project Coordination
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« LOBSTER: Large Scale Monitoring of
Broadband Internet Infrastructure

— SSA, Research Networking Testbed, funded
by IST, 9 partners [FIw]=]

Information So
Tk

 NOAH: Network of Affined Honeypots
— SSA (Design Study), Research Infrastructure
— Funded by DG Research, 8 partners

Yty European Network of Affined Honeypots
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Publicity

http://dcs.ics.for

% HKA©HMEPINH
EIAIKEL EKAOZEIE
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G
\ Agiépapa otn

VEAVIKI £H1Xe1pIHatIKoT)Ta

H pesdddady pag AEKO

gEon

| N [

| Mio sopwnaiki matedpya avixvevone & avaamong

nAektpovikv emBéocwv oto Aadiktuo

E.E & oisovopikie «eBvikiopdcs

The

Economist

Twv Indpov Aviwvdtov, Kwota Avayvwortdkn kat Evdyyehov Mapkdtov*®

a teAeutaia xpovia yivopuote pdpiu
I pEeEC OAoéva Kal MEPIOCOTEPWY NAE-
KIpovik@wv emBioswy, 01 onoiecg,
NPOEPXOUEVES QN0 KAKONPOAipETOUS Xpn
OTEC KAl XPNOIPONOIOVIAE ¢ WECD META
@opac 1o Aadiktuo, Exouv otdxo va dieo-
d0oouv o vnoioyioTéc avunoyiaotwy
Xpnotwyv, 1000 01OV ENAYYEARATIED 000
Kal 010V NPoCWIKO TOUC XMmPo.
Experarlievouevec Tnv efaniwon 1ng
kowwviac tng Minpogopiac, Tnv ohoéva
Kal EUPUTENN XPNON EIKOCITETPAWPWY Ala-
diktvakwy ouvdéoewvy tonou DSL xai tnv
EUpEia Xpnowonoinon guaiwtou, av 0xl
Sitpntow, Aoy koo, o1 embiogic aviéc
Eivouv va yivouv ma kafnuepive gaivoue
vo. Exoviag, omw¢ aAAwoTE OAOI 01 KaKo-
noioi, moAka mapadeva ovopata perafv

wran armalaovn van aal fedenenet svanldeen

AE10 KOl TNV 0PO001acia twv Npodunikwy
TOUG BEDOMEVLIV,

Av ka1 Exouv yiver noAhd gnpata yia
v avixvevon kal vy katanoiiunon au-
1OV 1wV NAEKTPOVIKQYV EMBEOEWY, TQ nE-
pwodtepa and avtad paviovial oy av-
Bpmmvn napépfaon Kal oIV KaTahutikn
BonBsia eunsipoyvipdvav, ol onolol pévo
Qautoi £XoUV TIC anapaitnteg YVWOoELS va a-
Vayvwpioouy Kal va anojovmoouy TE101EG
emBEoeig. Avtn n napéufaon tou avipi
nivou mapdyovia £xX£1 wC anotéiAeopa n
Siadikaoia avixveuong xai avaxaitong av-
LV TWV NAEKTPOVIKGWV EMOLOEWY va Eival
apyn, ENinovn Kai va oAOKANPGVETal NoA-
MG (popéc aKdua Kal PETa 1o népac g emi-
Beong. [Ipaypan, npoopateg emBEgElC E-
X0UV anobdeifel 0TI pnoOpoUV va KUPIELOOUY

RevhRer viliARer nmmalmnmrds v un niean
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D C S What is a honeypot?

* An “undercover” computer
— which has no ordinary users

— which provides no regular service
 Or a few selected services if needed

— Just waits to be attacked...

 |ts value lies on being compromised
— Or in being exploited, scanned, etc.

e Honeypots are an “easy” target

— But heavily monitored ones
o |f attacked, they log as much information as possible
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D C S When was a honeypot first used?
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_—

| . O g
* Widely publicized: The cuckoo’s egg - g
— By Cliff Stoll eMaeel
 CIiff Stoll noticed a 75-cent accounting error in the Comput
computer he managed N | T -
— This led CIiff to discover an intruder named “Hunter”
— Instead of shutting “Hunter” out, CIiff started to study him CLIFFORD
— He connected the modem lines to a printer ST0LL

— He created dummy “top-secret” directories to “lure”
“Hunter” into coming back

— He was paged every time “Hunter” was in

— He traced “Hunter” to a network of hackers
» Paid in cash and drugs and
* Reporting directly to KGB
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D C S How do we receive attacks?
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e Three types of sensors:
— Traditional honeypots who wait to be attacked

— Collaborating organizations who install low-
Interaction honeypots and forward -
“Interesting” attacks to NoAH core

— Honey@Home: A “screensaver” who forwards
all unwanted traffic to NoAH

 Unwanted traffic received at

— unused IP addresses
— unused TCP/UDP ports
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DCS In Closing...

* In a week from today (May 17" is the

— World Telecommunication Day 2006 (WTD)
« Commemorates the founding of ITU

—WTD 200 is Dedicated to
e “Promoting Global Cybersecurity”

http://dcs.ics.forth.gr

‘A World Telecommunication Day 2006 - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help o
Qaack . > | \ﬂ @ o /-H’ Search f\" Favorites -5-‘* = ] - "F_"

sddress | @) http s /dwew, I intnewsroom fwtd /2006 /indes, htrnl w a o | Links
Google~ i, promating global v | |Gl Search ~ @ §@ S 7blocked % Check ~ % Autolink - Fdoptions & @i » &~

International Telecommunication Union A

@ Our Sites MNews  Events  Publications Site Map About Us
- h-f Home : Mewsroom : WTD 2008

World Telecommunication Day 2006

Message of the

WETEES Promoting Global Cybersecurity
General

&) Dore P Internet




DCS In Closing...

e Let us take this opportunity
— Of the World Telecommunication Day
— Dedicated to promoting Global Cybersecurity

— And promote cybersecurity and Internet
Safety
e By promoting awareness
By empowering small organizations

By empowering people to contribute and make a
difference

e Thank you all...

http://dcs.ics.forth.gr

markatos@ics.forth.gr Evangelos Markatos, FORTH 27



D C S CyberSecurity

http://dcs.ics'.‘fort;i.ﬂgf

CyberSecurity Research in Crete

Evangelos Markatos
Institute of Computer Science (ICS)

Foundation for Research and Technology — Hellas (FORTH)
Crete, Greece

markatos@ics.forth.gr Evangelos Markatos, FORTH



