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NetFlow

* QOriginally Cisco technology - 1996

* |ETF is standardizing NetFlow in the IPFIX working
group
 |PFIX definition of an IP network flow:

* A set of IP packets passing an observation
point in a network during a certain time interval.
All packets belonging to a particular flow have a
set of common properties.

* Flow Key

* Each of the properties that are used for
defining a flow

. Flow record
(UNINETT) « Measured properties of a flow




Flow records

* NetFlow v5 * NetFlow v9

Src&dst IP address

- Configurable
Next hop router's |IP address J

Src&dst AS number

Src&dst address prefix mask
bits
(UNINETT)

» In&out interface index * IPFIX

* Pkts and bytes in the flow - Based on NetFlow v9 a

. 2¥?Ig\?vtime at start and end - Possible to add

enterprise specific

ISrI:/b%PP src and dst port attributes

* Type of service

* TCP flags

* |P protocol




Motivation

* Standard NetFlow can tell you things like:
— which AS number you send the most traffic to

— which IP address sends/receives the most traffic
- +++++

* |t can NOT tell you

- who initiated the traffic
- the quality of the traffic
* retransmissions
* jitter
* burstiness
- the type of application that generates traffic

* We want to extend IPFIX with enterprise specific

attributes so that this information is available
(UNINETT)




Framework
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Exporter

* Supports: NetFlow v5, v9 and IPFIX

* Part of Monitoring APl (MAPI)
- http://mapi.uninett.no

* New attributes:

- pktLenHistogram, pktDistHistogram
- pktPayload
- pkt[Dist/Length][Var/Sum/SumQ]
- direction
- reordered
- rtpditter, rtpLostFraction, rtpLostPackets,rtpSequenceCycles
- maxRate[1sec/100ms/10ms/1ms]
- minRate[1sec/100ms/10ms/1ms]
service

(UNINETT)



http://mapi.uninett.no/

Measurement p
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Part of the GigaCampus project

robes
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Collector

 Modified version of NERD
- http://www.nerdd.org
o Stores flow records to file

* FlowStat generates high level reports that are (9]
inserted into the Stager database.

FlowStat -0 "2 desc” -f "packets>500" -s "dst_as sum(octets) avg(hpktdst)"
# dst_as sum(octets) avg(hpktdst)

0, 800721047, 28 0Oc 08 Oc 4c 27 08 04 Oc d3

15659, 719072910, 1a_06_03 04 20 07 04 02 08 f2_,

8642, 615117228, 25 Oc 07_Oc 47 _16_07_0a_10 dd

3301, 592188599, 12 04 05 0Oa 3f Oe 02 01 Ob_ef

2119, 446154823, 1d_06_03 06 2a 07 _02_01 _O4_fO_
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http://www.nerdd.org/

Stager — user interface

* A web-based tool for aggregating and presenting
most types of network statistics
* GPL
* 140+ people on a public mailinglist
* Easy to use web frontend
* Text based reports and graphs
* Easy to add new reports
* Templates and plugins
» Statistical functions
* Access control
* Observation points and reports
* Scalable
* Handle large volumes of data and store years of

: statistics
(UNINETT)




Destination AS report

Stager - Firefox

File Edit Wew Go Bookmarks Tools Help
setr |[Destination A5 | [table ~[[Standard  ~[[10 ~| Show | Add | LD » 3 A
Al interfaces (| 777 x[{in x| I”U”E jll %@‘W

Desti nation AS Mnnday 18. SEPtEﬂ'IbEI' 20086, 15:00
777 (in, 11)
| Pie chart =| Plot graph |
Dst AS Octets Packets Flows Out of sequence
Select | Number Name I_ bit/s | Percent | Packetsis | Percent | Flowsis | Percent Octets Flows
SCW-AS-AP SCW Broadband 3 3
I_ 10091 Access Provider 633k 0.12% 118 0.12% .41 D.23% 35 410 2 2g.40° 9.91% 15
TELEFOMICA-DATA-ESPANA
I_ 3352 Internet Access Network of G.45M 1.19% 116107 1.19% G1.1 2.20% 102107 13.010° 5.80% 15
TDE
I_ 12322 PROXAD AS for Proxad ISP AL3M 0.73% G786 0.59% 208 0.75% 432107 42410° 563% 10
AS5413 PIPEX
5413 287k 0.16% 185 0.19% 587 0.20% 40?7 Ap? 65.33% a2
I_ Communications 34410 1.07-10
I_ 4802 ASN-IINET iiMet Limited 111 0.21% 194 0.20% 516 0.19% 140107 928 4.99% 15
TMHET-AS-AP Th Met, 3 3
I_ 4788 Internet Service Provider 290k 0.18% 170 017% 16.8 0.60% 51.0-10 28207 4.76% 18
I_ 4804 MPX-AS Microplex PTY LTD 177 0.33% 292 0.30% G.04 D0.22% 15.0-10° 1.00-10° 4.62% 16
|_ 27524 MNet Sentry Corp 222k 0.00% 277 0D.03% 785 0.29% 1.31-10° 128107 4.47% 1
- o121 ;E::‘ TTnet Autonomaus 1.23M 0.23% 182 0.10% 112 0.40% ogg10? 181107 401% 17
Telecomunicacoes de Santa 3
|_ 8167 Cataring SA G055k 0.11% 110 0.11% 7.28 0D.26% 72110 026 3.53% =]

Processing the report took 105.56ms
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Destination AS report (2)

:Stager - Firefox

File Edit \iew Go Bookmarks Tools Help

setup || Destination AS ¥||table ¥||Connections +[{10 +| Show | Add | @ Q » E E] e~
All interfaces ~||777 ~[/In <] I”DHE jll %@“H
Destination AS Monday 18. Sﬁgtgmherznns,ﬁ:uu
777 (in, 1M1)
| Pie chart ~| Plot graph |
Dst AS Traffic Requests Responses

I_ I_ Per I_ I_ Per
Select Number Name I- Flows Percert second Percert @
r 0o 15.46G 4g0-10° 26.08% 35 B.80% 1.7
r 15650 :ﬁJjE”TEL”EXTGE”TELA“""""‘””‘ 151G 11o-107  13.89% 45 3476% 11.5
r 8642 B2 B2 Bredband AB (publ) 1126 7341907 12.12% 247 051% 1.94
r 2119 TELEMNOR-MEXTEL Telenor Intermet Access 2.43G 135107 15.05% 565 26.23% 10.1
r 3301 TELIANET-SWEDEM TeliaMet Sweden 2.056 130-10° 30.64% 11.1 7.E0% 2.1
r 3320 DTAG Deutsche Telekom AG 501G 152107 4.31% 180 S561% 2.45
r B230 UPC UPC Broadband 4846 027107 B.77% 174 T.31% 1.28
r 7132 SBC Internet Services 424G 110107 6.82% 208 B.O05% 1.85
r 2304 ALFANETT Alfanett Autonomous System 3616 2eg10° TET% 0.613 33.54% 2.68
I_ 3215 AS3215 France Telecom Transpac 355G 93,5-1:]3 4.80% 125 10.18% 264

Processing the report took 79.79ms
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Destination IP report

“Stager - Firefox : Bo =] =
Eile Edit Wiew Go Bookmarks Tools Help
e | Destination P ~||table +[|Standard  ~¥[|20 x| Show | @ « » E) Z] A
Add
Al interfaces jl??? jl In = IHUHE jll % @ S
: : Monday 18. September 2008, 15:00
Destination IP Y i)
| Pie chart ~| Plot graph |
Dst IP Octets Rate 1 second Rate 100 milliseconds Rate 10 milliseconds
Select I_ IF address I_ Total I_ Min I_ Max | I_ Min I_ Max | I_ Min
[ wxyz 18.8M 10.5M 7EOk 15.8M o 53.8M o
[ wxyz 8.91N 5210 583k 5.37N o 32 4n o
[ wxyz 7.75M 195k 75.3k 1.33M 163k 4720 5.78k
[ wxyz 8.70N 143k 140k 037k 73k 762N 315k
[ wxyz 7.48M 45 9k 2.38k 143k 1.3k 1.22M 7.3
Processing the report took 131.8ms
I I
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Performance - exporter

* Depends on included attributes in the flow records

 Most common attributes
- Tested on OC48 without problems

Element Instructions

MAPI 200
Normal attributes 680
HIST PKT LEN 30
HIST PKT DIST 495
VAR of DIST/LEN 100
MAXMIN RATE 300
SERVICE 1760

(UNINETT)




Performance - collector

* Collecting and storing to disk is no problem
* Current bottleneck:

- Processing data to generate high level reports

- >1 hour to process 1 hour of data @
* Main problem

- Not possible to generate multiple reports in one pass

- Some reports demands multiple passes

(UNINETT)




Performance - Stager

* Highly scalable

* Our NetFlow setup:

— 27 routers

— 207 interfaces

— >30GDb of raw Netflow data every day @
— 400.000 new entries in the db every hour

— >450 millions entries in a single table

— >700Gb database size
PC1 PC2 PC3 Total
Netflow size 53/MB 161MB  399MB  1097/MB
Sequentially O9min17s 3min8s 5min51s 18min 16s
No insertin DB /min11s 1min48s 4min52s 13min 51s
Simultaneously O9min21s 3min7s 5min 56s 18min 24s

‘ # of new DB entries 164702 69549 184706 418957
(UNINETT) #ofentries/second 29569 369.94 526.23 382.26




Future work

* Verify correctness of attributes

* |Improve performance of FlowStat

— Generate multiple reports on one pass over raw
NetFlow files @

* Full deployment on all measurement probes

— (Gain more experience to see which attributes are
the most useful

(UNINETT)




Software availabllity

* http://software.uninett.no
* E-mall contact:
-arne.oslebo@uninett.no ¢
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